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Engagement objectives:

Social:
Adopt principles for the ethical use of Al

Tencent Holdings Ltd. engages in the provision of value-
added services and online advertising services. This includes
online and mobile games, applications across various internet
and mobile platforms, display- and performance-based
advertisements, and software development to name a few.

Social:
Improve disclosure on data privacy

Given the company’s business model is centred around
digital-based services with a varied and wide-ranging

customer base, we engaged to ensure the company had Sustainable Development Goals:
sufficient policies and principles in place that would
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In this regard, we also sought for Tencent's to improve its v |

data privacy disclosure. This is due to the large data sets that

the company would hold and therefore the associated risks to TOp three successes:

privacy rights, which may be infringed upon by governments,

hackers, or companies themselves. Tencent published its first Explainable Al Report, the
first of its kind in China, which showcased its efforts to
implement its vision of “Al for Good”

We first began engagement on these issues in January 2019 The company published a WeChat Governmental

when we met with the company and encouraged it to disclose Request Policy which outlines its response to

its consideration of business ethics, including Al ethics, in its government requests for user data

next ESG report. In May 2019, we published our Investor

Expectations on Responsible Al and Data Governance and The company released and executed its Al Data

shared them with Tencent. The expectations are based on Security Management Policy, which mandates key

six principles of trust, transparency, action, integrity, principles for all aspects of Al data handling

accountability, and safety. We recommended that the
company adopt its own principles for the ethical use of Al

given its application of machine learning for many functions. disclosure, we recommended a more elaborate description

of the process, citing reports of inappropriate surveillance
Over the course of 2020, we engaged in a deeper discussion of WeChat accounts registered to foreign users.
on data privacy. Although security by design and privacy by

design are principles highlighted by the company in its We requested additional clarity on offshore jurisdictions

where laws and regulations differ from Chinese legal

q standards, and periodic transparency reports disclosing data
In May 2019, we pUbIIShed U on government and third-party requests that impact data

Investor Expectatlons on Respon5|b|e privacy. The company shared that it was prepared to comply
Al and Data Governance and shared with the Personal Information Protection Law, China's first
them with Tencent. comprehensive legislation on data privacy.

"We Chat, They Watch: How International Users Unwittingly Build up WeChat's Chinese Censorship Apparatus — The Citizen Lab.
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We requested additional clarity on
offshore jurisdictions where laws
and regulations differ from Chinese
legal standards.

In May 2022, we published our Digital Rights Principles and
shared them with Tencent, highlighting to the company our
updated expectations on Al and data privacy. The principles
state that companies should disclose the range of purposes
for which they use algorithmic systems, explain how they work,
and enable users to decide whether to allow them to shape
their experiences.

They also affirm the actions to eliminate unintended racial,
gender, and other biases in algorithms, including those
recommended by the EqualAl Checklist to Identify Bias.

The principles further reference the Global Network Initiative
best practices for data privacy.

In May 2022, we published our Digital
Rights Principles and shared them with
Tencent, highlighting to the company
our updated expectations on Al and
data privacy.

In May 2023, we engaged the company in response to a
Sustainalytics report alleging a breach of UN Global Compact
Principle 2 related to content moderation and sharing of user
data with the Chinese government.

We also raised concerns with the company'’s low score on
Ranking Digital Rights, an NGO that benchmarks the world's
largest tech companies on digital rights issues. We further
encouraged the company to add a commitment to user
consent to its privacy policies and terms and conditions, and
shared specific suggestions on making these documents
easier to read and understand for its users.

The company provides numerous
examples of its ethical use of Al, such
as its integration with medical services.

2 https://www.tencent.com/en-us/esg/esg-reports.html
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Over the course of our engagement, we have observed
the company’s annually published ESG reports continue
to describe its evolving approach to Al and data privacy.?

In 2018, the company published its data privacy policies
on a centralised platform to give users a comprehensive
understanding, and introduced features on WeChat that
enabled users to opt out of personalised advertisements.
The company’s data privacy policies explicitly state that it
needs to obtain consent from users before it collects, uses,
and shares their personal information, and describes other
measures we take to safeguard user data security.

The company’s data privacy policies
explicitly state that it needs to
obtain consent from users before

it collects, uses, and shares their
personal information.

In 2021, the company published its first Explainable Al Report,
which showcased its efforts to implement its vision of “Al for
Good”; a vision to help humans improve their quality of life
and create new possibilities for social development® whilst the
report itself discusses the regulatory policies, development
principles, and industry practices of explainable Al. The report
was the first of its kind in China.

The company also spearheaded the development of

two industry standards within the Shenzhen Al Industry
Association, pertaining to cybersecurity for minors and facial
recognition technology. The company provides numerous
examples of its ethical use of Al, such as its integration with
medical services, but not an exhaustive list, believing this
would be burdensome.

The company also published a WeChat Governmental
Request Policy, which states that when it faces government
orders to provide user data, it respects and protects data
privacy by verifying the government demands, and when such
orders are valid, it complies with the law.*

3 China's Tencent advocates "Al for Good” at Al Everything Summit in Dubai — Chinadaily.com.cn
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Whilst the company has not published periodic transparency
reports disclosing data on government and third-party
requests that impact data privacy, it has begun to disclose
the implementation of its WeChat content moderation
policy in Chinese.®

In 2022, the company reported to have dealt with over 80,000
accounts involved in fraudulent, vulgar, or malicious content,
and removed 170,000 pieces of inappropriate information.

In 2023, the company released and executed its Al Data
Security Management Policy, which mandates key principles
for all aspects of Al data handling, including data
minimisation, legal compliance, and data categorisation.
The policy mandates that all businesses strictly adhere to the
principles, and is guided by the four principles of availability,
reliability, comprehensibility, and controllability.

In 2022, the company reported to

have dealt with over 80,000 accounts
involved in fraudulent, vulgar, or
malicious content, and removed 170,000
pieces of inappropriate information.

We were subsequently notified that the company'’s

Sustainalytics ESG risk rating was upgraded from “Medium
Risk” to “Low Risk.” The upgrade acknowledged the
company's progress in establishing a Personal Information
Protection and Data Compliance Management Taskforce;
collecting user data for only stated purposes and notifying
users of any substantial policy changes or data breaches; and
conducting Privacy Impact Assessments of products and
services regularly.

4 Internet Security by Zscaler (wechat.com)
°> Weixin Official Accounts Platform (gg.com)
¢ Environmental, Social and Governance Report 2022 | Tencent

We hold ourselves to the highest
standards of data security and user
privacy protection.

The company was invited to share feedback to the case
study and in its comments, highlighted its longstanding
commitment to Al and data privacy. The company stated,
"We hold ourselves to the highest standards of data security
and user privacy protection, and strive to stay compliant with
all laws and regulations in each country where we operate.
We prioritise user privacy protection and has strengthened
governance, oversight and transparency. As early as 2014,
Tencent established a dedicated data privacy compliance
team, making it one of the first internet companies in China
to explore data compliance.”

Next steps

We will continue to engage the company and have
encouraged it to engage more with stakeholders on
data privacy, make its data privacy policies easier
to read and understand for its users, and obtain
consent from users for its collection, inference,
sharing, and retention of their data.

We will keep monitoring the company’s performance
on third-party benchmarks while undertaking our
own engagement to understand its approach. We
will align with other themes prioritised by the digital
rights plan, which include Al and data privacy as well
as impacts of technology on children and teens, and
the deployment of automation across its workforce.

As Al continues to rapidly evolve, we will continue
to engage the company focusing on the overlap
with human capital management and wider
societal outcomes.

This case study has been fact-checked by Tencent
to ensure a fair representation of EOS work carried
out and changes made at the company.

Nick Pelosi
Engagement
EOS
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Federated Hermes

Federated Hermes is a global leader in active, responsible investing.

Guided by our conviction that responsible investing is the best way to create long-term wealth, we provide
specialised capabilities across equity, fixed income and private markets, multi-asset and liquidity management

strategies, and world-leading stewardship.

Our goals are to help people invest and retire better, to help clients achieve better risk-adjusted returns and, where
possible, to contribute to positive outcomes that benefit the wider world.

All activities previously carried out by Hermes Investment Management are now undertaken by Federated Hermes
Limited (or one of its subsidiaries). We still offer the same distinct investment propositions and pioneering
responsible investment and stewardship services for which we are renowned — in addition to important strategies

from the entire group.

Our investment and stewardship
capabilities:

@ Active equities: global and regional

@ Fixed income: across regions, sectors and the yield curve
@ Liquidity: solutions driven by four decades of experience

@ Private markets: real estate, infrastructure, private equity

and debt

@ Stewardship: corporate engagement, proxy voting,
policy advocacy

Why EOS?

EOS enables institutional shareholders around the world to
meet their fiduciary responsibilities and become active
owners of public companies. EOS is based on the premise
that companies with informed and involved shareholders are
more likely to achieve superior long-term performance than
those without.

For more information, visit www.hermes-investment.com or connect with us on social media: m u
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